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Abstract

This paper introduces advanced risk assessment techniques that extend on theory, frame-
works, and models, and presents risk assessments in healthcare. A case study regarding risk
assessment in healthcare at Emerald Healthcare System is also presented. The case study
includes risk assessment and compliance, data security, regulatory compliance, clinical care,
and patient safety, risk assessment techniques or tools, and performing risk assessment in the
healthcare system. Patient safety is the priority for all risk assessments in healthcare systems.
Patient data and privacy are major concerns. A rigorous examination for compliance with
healthcare data protection requirements should be a significant portion of the risk assessment.
Training employees about cyber risks and having them be concerned about malicious actors
is also a critical need for healthcare systems. When employees have buy-in, there is a much
easier way to watch for malicious cybercriminals.

Keywords: Cyber risks, privacy, Compliance, cybersecurity, Internet of Things (IoT),
Internet of Medical Things (IoMT), Failure mode and effects analysis (FMEA), Healthcare

1. INTRODUCTION

Information systems are often very susceptible to cyberattacks. Having a vigorous risk assessment
is essential for preventing cybercriminals from having access to data. Risk assessment in healthcare
information systems is crucial because healthcare systems are critically vulnerable to cyberattacks.
The biggest risk in healthcare systems is not only safeguarding patient data and protecting privacy
but also preventing legal action due to patient data breaches. A critical component of a robust cyber
risk assessment is training employees and staff. Staff and employees should be trained on common
cyber risks and how to avoid them. Many times, a serious breach of cyber risk assessment occurs
when employees or staff are not aware of the many cybercriminals and how their approaches to pa-
tient data compromise private health information. Through a vigorous training program, employees
can be educated on cyber risks and how to avoid common compromising situations.
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Attackers have various knowledge and skill sets, which should be considered in risk assessment.
It takes time to evolve a hazard. Not every attack can result in a hazard to a system. Developing
an automated toolchain to integrate cyber and physical modeling, attack modeling, and penetration
testing is necessary. An integrated and model-based method for the risk evaluation of cyber-physical
systems (CPS) has been developed by employing a CPS testbed with industrial controllers and
communication protocols [1].

An approach to risk assessment of individual CPS components (such as hardware and software) and
a total cyber risk score was provided based on common vulnerabilities and exposures (CVE), which
helps decide the most protected configuration for a developed CPS and elements to substitute or
reconfigure a current CPS [2]. Researchers presented a dynamic Bayesian network method for the
quantitative risk evaluation of the CPS based on the distribution network. A Bayesian model was
created based on the structure of the network and the common vulnerability scoring system (CVSS)
[3]. TABLE 1 [4], lists various assessment approaches.

Table 1: Evaluation Categories

Evaluation type Details

Self-Evaluations Evaluations are accomplished by people employed by an organization.
External or third-party Evaluations are accomplished by external or third-party parties.
evaluations

Internal audit: accomplished by a team outside a department, but within
Audits an organization.

External audit: accomplished by outside contractors/consultants

CVSS has been a commonly utilized system for vulnerability scoring. TABLE 2 [5], shows the
CVSS elements and the classification of their levels. FIGURE 1 [4], shows the life cycle of a
continuous flow strategy regarding cyber resiliency and cybersecurity.

Table 2: The Elements of CVSS

Elements Classification of levels

Remote network
Attack vectors Adjacent network
Local
High
Attack complexity Medium
Low

None
Authentication Single
Multiple

Impacts of confidentiality
Impacts of integrity None, partial, or complete
Impacts of availability
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Figure 1: The Strategy Life Cycle Regarding Cyber Resiliency and Cybersecurity

This paper deals with advanced risk assessment techniques. The following is the arrangement of this
paper: the second section introduces risk evaluation techniques that extend on theories, frameworks,
and models; the third section presents risk assessments in healthcare; the fourth section is a case
study regarding risk assessment in a healthcare system (including risk assessment and compliance in
Emerald Healthcare System; data security, regulatory compliance, clinical care, and patient safety;
risk assessment techniques or tools in Emerald Healthcare System; and performing risk assessment
in Emerald Healthcare System); and the fifth section is the conclusion.

2. RISK EVALUATION TECHNIQUES THAT EXTEND ON THEORIES,
FRAMEWORKS, AND MODELS

The Internet of Things (IoT) risks have been categorized into technical [oT risks, security IoT risks,
privacy loT risks, and ethical [oT risks. The risk evaluation theories of IoT include failure mode
and effects analysis (FMEA) (identifying possible failures), fuzzy set theory (used in situations with
imprecise or incomplete information), game-theoretic computing (for quantitative risk assessment in
areas such as information security), cyber security game (quantitative assessment of digital security
hazards), Dempster-Shafer theory (modeling uncertainties in risk evaluation) [6].
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There are various risk evaluation frameworks. A hybrid risk assessment method and a standardized
framework are suggested. Frameworks such as NIST, FAIR, and ISO 27005 have been commonly
used. When a framework is performed, identifying information assets (especially identifying critical
assets and ranking the assets based on criteria) is suggested. Risk assessment approaches include
qualitative and quantitative assessments. Experts suggest that a mix of quantitative and qualitative
assessments works best [7]. TABLE 3 [4], lists major evaluation vehicles, including frameworks,

industrial standards,

regulations, and models.

Table 3: Major Evaluation Vehicles: Frameworks, Industrial Standards, Regulations, and Models

Aspects Details
NIST 800-53 Control Catalog:
The most recognized control catalogs in cybersecurity (such as security and
privacy controls).

Frameworks CERT®-CRR:

Assessing operating resiliency security practice.

COSO ERM Framework: Expanding internal controls & providing a strong
and far-reaching focus on ERM.

Industrial standards

PCI-DSS:
Enhancing credit card cybersecurity globally.

CPMI-IOSCO:
Increasing the capability of financial market infrastructures to predict &
respond to cyberattacks.

Regulations

NYDFS Cyber Regulation:
It protects customers’ information & IT systems of regulated entities

Models

FAIR:
Factor Analysis of Information Risk (FAIR), quantifying & managing
information risks.

CMMLI:
Capability Maturity Model Integration (CMMI) is critical to understanding a
cyber program’s current state vs. an expected level.

CM RQM:
Scores & ranks initiatives according to the amount of risk reduction.

PMBOK?:
Authoritative in valuable practices of managing projects.

CERT®-RMM:
A Dbasis of a process-enhancement method for managing operational
resilience.

A framework for risk assessment and mitigation was presented based on text mining. The frame-
work offers the following functions: 1) cyber risk assessment for evaluating hackers’ expertise
(advanced, intermediate, beginner, or newbie); 2) cyber risk mitigation by calculating the financial
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impact of every combination (attack type, hacker expertise), ranking them, and prioritizing mitiga-
tion strategies [8].

A framework regarding a quantitative risk evaluation technique for cyber-attacks on cyber-physical
power distribution systems (CPPDS) was proposed. The cyber-physical risk index was computed
based on the Markov decision process (MDP). An altered MDP with the attack—defense game was
provided. In the physical aspect, physical consequence calculation was conducted, and physical
consequence values were obtained. In the cyber aspect, cyber-attack modeling was performed, and
cyber consequence values were obtained. Based on the game and results, an optimum allocation
plan for defense resources was achieved, as illustrated in FIGURE 2, [5].

Quantitative Security Risk Assessment Method for Cyberattacks on CPPDS
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Figure 2: A Quantitative Risk Evaluation Approach to Cyber-attacks on a CPPDS

3. RISK ASSESSMENTS IN HEALTHCARE

A framework for risk evaluation based on Industry 5.0 for healthcare systems was presented. There
are nine steps covered in the framework, including identification and conceptualization, security
problems in healthcare, Industry 5.0-based security issues, the identification of factors, correlation
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analysis, risk assessment, validation, suggested measures, and review & revision [9]. COVID-19
revealed the need for more effective remote patient monitoring (RPM). FMEA is a useful method
for identifying failures before they happen. Improved FMEA approaches to the risk assessment of
RPM of COVID-19 were presented [10].

A cyber-risk evaluation method was presented for medical cyber-physical systems and the Internet
of Medical Things (IoMT) that employ federated identity management (FIM) resolutions to handle
users’ identities. The vulnerabilities and cyber risks of healthcare IT systems, various medical
devices, healthcare imaging systems, data capture and inventory systems based on radio frequency
identification (RFID), etc., were considered in the cyber-risk assessment methodology. Healthcare
assets and vulnerabilities in the assets are shown in TABLE 4, [11].

FIGURE 3 [11], illustrates an attack model that is a diagram of an attack tree of the FIM (Federated
Identity Management) framework. SAML is an open standard language that is used to exchange
authentication and authorization data. OAuth is an open standard that is used for access delegation.

The integration of the software bill of materials (SBOM) with vulnerability exploitability eXchange
(VEX) can tackle supply chain opacity and allow an organization to shift from detecting theoretical
vulnerabilities to prioritizing only actually reachable and exploitable vulnerabilities within a specific
environment. Adopting the IEC 62443 Zone and Conduit model can transform a flat and vulnerable
network into a segmented and resilient architecture (called structural defense). Organizational con-
vergence to bridge physical and cybersecurity silos unifies traditionally separate teams with shared
tech and processes for holistic management of risks. Aligning these elements with regulations, such
as the U.S. Food and Drug Administration (FDA) and the European Union’s Cyber Resilience Act
(CRA), helps build a robust and thoroughly modern framework for healthcare resilience.

4. A CASE STUDY REGARDING RISK ASSESSMENT IN HEALTHCARE

4.1 Risk Assessment and Compliance in Emerald Healthcare System

Emerald Healthcare System is a healthcare corporation in the USA. Risk assessments incorporate
several robust methods, including an internal audit, external audit, self-assessment, and software-
based risk assessment. A vigorous risk assessment must include an overall evaluation of the IT
infrastructure, electronic medical equipment, software systems, etc. The federal and state gov-
ernments also ensure compliance, using standards, regulations, and rules; appointing healthcare
governing bodies such as OSHA (Occupational Safety and Health Administration), AHRQ, etc., that
not only safeguard patient safety but also protect sensitive patient data, avoiding legal and financial
consequences for the healthcare organization. Threats to patient safety caused by medical and clin-
ical errors and violations of patient data confidentiality can be mitigated by a robust cybersecurity
framework. Healthcare operations have undergone significant changes in communication with the
introduction of electronic health records, mobile devices, and the newest communication tools.
Therefore, a compliance risk assessment should involve a review of policies and procedures and
clinical practice regulations to guarantee compliance with relevant regulations and laws.
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Table 4: Healthcare Assets and Vulnerabilities

Asset Group Asset Vulnerability
Infrastructure Gateway Lack of suitable segmentation & security
architectures, unsuitable segregation
Router Anonymous proxies, buffer overflow,
vulnerability on the routing path
Assets of power supply &  An insecure management protocol without
security encryption
Platforms & Services based on the Web  Flaw in design, buffer overflow, & complex
backend monitoring because of an excessive traffic gap
between providers of services
Cloud structure, set-up, &  Data owners’ misconfiguration in security control
service
Information Patient medical records, Unsuitable storage with encryption & poor
medical images & pictures encryption for data transmission, lack of robust
access control
Application &  Data analytics & Path injection, code injection, SQL injection, etc.
service visualization

IoT devices
(network
protocols,

Device usage, device &
network management

Web-based service, wireless
sensor networks, RFID
service, cloud infrastructure

perception layers, & service, data processing
applicationlayers) & computing, data mining

IoMT devices

applications

Software
Hardware

Sensors & actuators

Other equipment Embedded systems

in [oT ecosystems

Device for management
Device for interface

Default configuration & password, clear text of
power distribution units in management
protocols, without encryption in management
packet exchanges

Buffer overflow; design flaw; default credentials;
heart bleed bugs; low processing power; no
authentication; poor configuration management;
inadequate authentication & authorization;
factoring RSA (a public-key cryptosystem) export
keys; SNMP (simple network management
protocol) agent default community string; lack of
monitoring, physical security, and encryption
(e.g., transport layer encryption).

Firmware or operating system vulnerability, 0-day
vulnerability

Buffer overflow, design flaw, & low processing
power

Commissioning without authorization, insecure
key storage, data leakages due to a lack of robust
encryption, etc.

Lack of mutual authentication between the server
& clients

Insufficient policy, usability, or procedure flow
Design mistakes, insecure interface, insufficient
IT product specification, & unsuitable design of
IT assets or business processes

continued..
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Table 4: Healthcare Assets and Vulnerabilities

Asset Group Asset Vulnerability

Authentication for Customers’ devices, Susceptible to any attack, no authentication for

FIM framework organization devices, service providers to utilize SAML assertions, no

(SAML, a workstations, confidentiality & authentication requirements for a

standard): SAML  clinicians’ SAML assertion & response, no authentication

protocols, profiles, workstations & requirement for SAML binding

& artifacts, similar devices

FIM framework: OAuth protocols &  Lack of appropriate authentication for the verification

OAuth (a standard) associated software in of authorization servers, insecure transmission of
applications query parameters in uniform resource identifier

(URI), & CSREF (cross-site request forgery) bugs
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Figure 3: A Diagram of an Attack Tree of the FIM Framework

4.2 Data Security, Regulatory Compliance, Clinical Care, and Patient Safety

Emerald Healthcare System is increasingly relying on electronic health records (EHRs). Privacy,
sensitivity, and data security are paramount. Risk assessments for this area are necessary to safeguard
against data breaches and unauthorized access to patient records. A rigorous examination for com-
pliance with healthcare data protection requirements should be a significant portion of the risk eval-
uation. Patient safety should be the priority for all risk assessments of the Emerald Healthcare Sys-
tem. Patient safety risks include diagnostic and clinical care errors, patient identification mistakes,
surgical safety risks, and infection control. Healthcare risk assessments aim to identify these types
of risks and work to mitigate any errors as quickly as possible. The Health Insurance Portability and
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Accountability Act (HIPAA) is strictly enforced in Emerald Healthcare System to protect patients’
sensitive data/information and guarantee its confidentiality, integrity, and availability.

4.3 Risk Assessment Techniques or Tools in Emerald Healthcare System

Emerald Healthcare System uses common risk assessment techniques or tools, including decision
trees, risk matrices, and failure mode and effects analysis (FMEA). IT security professionals use the
decision tree risk assessment tool to choose policies or choose between diverse action procedures.
A risk matrix allows the cybersecurity professional to attach a quantitative risk value to any risks
found. The risk matrix divides the quantitative risk value into diverse scales and segments numeric
values for each probability and impact. This promotes scaling the values on a matrix and allows
the IT member to scale the values on a matrix and assess the risk for each group of values. FMEA
outlines all the ways a design, output, or procedure can fail.

4.4 Performing Risk Assessment in Emerald Healthcare System

Identifying data and assets: The healthcare IT security team of Emerald Healthcare System must
identify key assets relevant to its risk assessment and should include patient data, human resources,
facilities, technology assets, equipment, etc.

Risk identification: When the IT security team needs to identify risks, it is important to pinpoint
any potential lapses in the Emerald Healthcare System. This can be done using direct observation,
surveillance, surveys, data reviews, and algorithmic risk assessment tools.

Data analytics to measure risks: When using data analytics to measure risk, it is crucial to analyze
the data and pinpoint the existing risks based on their possibilities and potential impacts. The IT
security team should prioritize risk mitigation strategies and distribute resources accordingly.

Compliance review: It is also important to do a comprehensive compliance review to evaluate
Emerald Healthcare System’s adherence to specific healthcare rules, regulations, and standards,
which can certainly identify how compliant the healthcare organization is.

5. CONCLUSION

Risk evaluation can be conducted by an audit, self-assessment, or external/third-party assessment.
The risk assessment theories include FMEA, fuzzy set theory, game-theoretic computing, cyber
security games, Dempster-Shafer theory, etc. There have been various risk assessment frameworks,
including NIST, FAIR, ISO 27005, etc. Risk assessment can be quantitative or qualitative, and a
mix of quantitative and qualitative assessment is often preferred. Patient safety is the priority for
all risk assessments in healthcare systems. Patient data and privacy are major concerns. A rigorous
examination for compliance (involving policies, regulations, procedures, etc.) with healthcare data
protection requirements should be a significant portion of the risk assessment.
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